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example, any of the MMCA, PCMCIA, PC card or SIM protocols can be used in the 
present invention for handling the communications between the host unit and the card 
unit. 

[0046] According to the present invention, data can be downloaded from 
the host unit to the card unit either for storage, or for processed and retransmitted back to 
the host. In addition, new or upgraded software can be downloaded from the host unit to 
the program storage of the card unit for instructing the card unit to handle the data 
provided by the host unit. 

[0047] In addition to processing data already stored on the card, the 
combined system of host and card can operate on data from the host. Returning to Figure 
2, the card unit 200 as shown comprises an interface 241 for communication with the 
host, an on-card controller 231 for controlling and coordinating different components 
within the card unit as well as for processing data provided by the host unit 260 or stored 
on card, a program storage ROM 223 coupled to controller 23 1 for storing at least one 
processing sequence, a data processing unit 205, mass storage 210, such as a flash 
memory, that may be optional in some embodiments, a mass storage interface 217 for 
controlling the operations of the main storage 210, and a memory buffer RAM 221 as a 
temporary storage for the card unit. In the exemplary embodiment shown in Figure 2, the 
card interface 261 and the host interface 241 work together for handling the transferring 
of data and commands between the host unit 260 and the card unit 200. These two 
interfaces work as a host-slave card environment capable of running any available 
protocol. For example, the above-mentioned MultiMediaCard protocol can be 
implemented so that the card unit can be designed to conform to the physical 
specification of the MultiMediaCard specification. 

[0048] The controller 23 1 is a general computational unit that can handle 
different processing needs. In the following examples, this data processing unit can 
handle encryption, decryption, compression, decompression, voice verification, and so 
on, as well as other applications programmed by the end user. In each particular case, at 
least one operating sequence will be stored in the program storage 223 or 223' of the card 
unit. The details of different processing will be discussed in the following examples. 
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